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B. Standard Contract for Outbound Cross-border Transfer of Personal Information
(People’s Republic of China) (Contract Language: English)

Standard Contract for Outbound Cross-border Transfer of Personal
Information (People’s Republic of China)

The Personal Information Handler and the Overseas Recipient will carry out the activities concerning
the outbound cross-border transfer of Personal Information in accordance with this Contract. The Parties
have entered into or agreed to enter into a commercial contract to further the commercial acts related to
such activities, namely the Main-Agreement on the date of conclusion of the Main-Agreement.

The major body of this Contract is drafted in accordance with the requirements of the Measures for the
Standard Contract for Outbound Cross-border Transfer of Personal Information. Other agreements
between the Parties, if any, may be specified in Appendix II. The Appendix forms an integrated part of
this Contract.

Article 1 Definitions
In this Contract, unless the context otherwise requires:

1. "Personal Information Handler" refers to any organization or individual that independently
decides the purpose and method of the Personal Information handling activities and transfers
Personal Information outside the territory of the People's Republic of China.

2. "Overseas Recipient" refers to an organization or individual outside the territory of the People's
Republic of China that receives Personal Information from the Personal Information Handler.

3. Personal Information Handler or Overseas Recipient are referred to individually as a "Party",
and collectively as the "Parties".

4. "Personal Information Subject" refers to a natural person identified by or associated with the
Personal Information.

5. "Personal Information" refers to all kinds of information related to identified or identifiable
natural persons that are electronically or otherwise recorded, excluding information that has
been anonymized.

6. "Sensitive Personal Information" refers to the Personal Information that, once leaked or
illegally used, is likely to result in damage to the personal dignity of any natural person or
damage to his or her personal or property safety, including biometric recognition, religious
belief, specific identity, medical health, financial account, personal whereabouts, and the
Personal Information of minors under the age of 14.

7. "Regulatory Authority" refers to the Cyberspace Administration of the People's Republic of
China at the provincial level or above.

8. "Relevant Laws and Regulations" refer to the laws and regulations of the People's Republic of
China, such as the Cybersecurity Law of the People's Republic of China, the Data Security Law
of the People's Republic of China, the Personal Information Protection Law of the People’s
Republic of China, the Civil Code of the People's Republic of China, Civil Procedure Law of
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the People's Republic of China, and Measures for the Standard Contract for Outbound Cross-
border Transfer of Personal Information.

The meanings of other terms not defined in the Contract are in line with those stipulated in the
Relevant Laws and Regulations.

Article 2 Obligations of the Personal Information Handler

The Personal Information Handler shall perform the following obligations:

1.

Page 20

Version: 1.00

Handle Personal Information in accordance with the Relevant Laws and Regulations. The
Personal Information to be transferred overseas shall be limited to the minimum scope required
for the purpose of handling.

Inform the Personal Information Subject of matters such as the name and contact
information of the Overseas Recipient, the purpose of handling, method of handling, type of
Personal Information, retention periods, and the methods and procedures for the Personal
Information Subject to exercise his/her rights specified in Appendix 1 “Description of the
Outbound Cross-border Transfer of Personal Information”. Where Sensitive Personal
Information is transferred overseas, the Personal Information Subject shall be informed of the
necessity of the outbound cross-border transfer of Sensitive Personal Information and the
impact on the rights and interests of the Personal Information Subject, unless otherwise
provided in the laws and administrative regulations that such notification is not required.

If Personal Information is transferred overseas based on the consent of the individual, the
separate consent of the Personal Information Subject shall be obtained. Where the Personal
Information involves that of a minor under the age of 14, the separate consent of the minor's
parent or any other guardian, shall be obtained. Where written consent is required by laws and
administrative regulations, the written consent shall be obtained.

Inform the Personal Information Subject that the Personal Information Handler and the
Overseas Recipient have agreed that the Personal Information Subject is a third-party beneficiary
under this Contract, and if the Personal Information Subject fails to raise an express rejection
within thirty days, the Personal Information Subject shall be entitled to act as a third-party
beneficiary in accordance with the Contract.

Make reasonable efforts to ensure that the Overseas Recipient has taken the following technical
and organizational measures to perform its obligations under this Contract (taking into account
potential Personal Information security risks that may be caused by the purpose of Personal
Information handling, the type, scale, scope and sensitivity of the Personal Information, the
scale and frequency of the transfer, the period of the outbound cross-border transfer of Personal
Information, the period of retention by the Overseas Recipient, and other matters that may lead
to a Personal Information security risk): APPENDIX E. — TECHNICAL AND
ORGANISATIONAL MEASURES.

Provide copies of Relevant Laws and Regulations and technical standards to the Overseas
Recipient upon request.

Reply to inquiries from the Regulatory Authority about the Overseas Recipient's handling
activities.

Carry out a Personal Information Protection Impact Assessment in accordance with the
Relevant Laws and Regulations regarding the proposed transfer of Personal Information to the
Overseas Recipient. The assessment shall focus on the following matters:
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(1)  the legality, legitimacy and necessity of the purpose, scope and method of handling
Personal Information by the Personal Information Handler and Overseas Recipient;

(2)  thescale, scope, type, and sensitivity of Personal Information to be transferred overseas,
and the risks that the outbound cross-border transfer may pose to Personal Information
rights and interests;

(3)  the obligations that the Overseas Recipient undertakes to assume, and whether the
organizational and technical measures and capabilities to perform such obligations are
sufficient to ensure the security of the Personal Information to be transferred overseas;

(4)  risk of Personal Information being tampered with, destroyed, leaked, lost, illegally used,
etc. after the outbound cross-border transfer, and whether there are channels for
individuals to smoothly exercise Personal Information rights and interests etc.;

(5)  inaccordance with Article 4 hereof, to evaluate whether the performance of this Contract
will be affected by the local policies and regulations with respect to protection of
Personal Information; and

(6)  other matters that may affect the security of outbound cross-border transfer of
Personal Information.

The Personal Information Protection Impact Assessment Report shall be kept for at least three
years.

Provide a copy of this Contract to the Personal Information Subject upon the Personal
Information Subject 's request. If trade secrets or confidential business information are
involved, the relevant contents of the copy of this Contract may be appropriately redacted,
provided that such redaction will not affect the understanding of the Personal Information
Subject.

Assume a burden of proof for the performance of obligations under this Contract.

In accordance with Relevant Laws and Regulations, provide the Regulatory Authority with all
information as described in Article 3.11, including all compliance audit results.

Article 3 Obligations of the Overseas Recipient

The Overseas Recipient shall perform the following obligations:
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Handle the Personal Information in accordance with Appendix I “Description of the Outbound
Cross-border Transfer of Personal Information”. Where the Overseas Recipient handles the
Personal Information in a way beyond the purpose and method of the Personal Information
handling, and types of the Personal Information as agreed, it shall obtain the separate consent
of the Personal Information Subject in advance if the handling of Personal Information is based
on the consent of the Personal Information Subject; where the Personal Information of a minor
under the age of 14 is involved, the separate consent of the minor’s parent, or any other
guardian, shall be obtained.

Where the Overseas Recipient is contracted by the Personal Information Handler to handle
Personal Information, the Overseas Recipient shall handle the Personal Information in
accordance with the agreement with the Personal Information Handler and shall not handle the
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Personal Information in a way beyond the purpose or method of the Personal Information
handling.

Provide a copy of this Contract to the Personal Information Subject upon the Personal
Information Subject’s request. If trade secrets or other confidential business information are
involved, relevant parts of this Contract may be appropriately redacted, provided that such
redaction will not affect the understanding of the Personal Information Subject.

Handle the Personal Information in a manner that has the least impact on the rights and interests
of the Personal Information Subject.

The retention period of Personal Information shall be the minimum period necessary for
achieving the purpose of handling. Upon expiry of the retention period, the Personal Information
(including all back-up copies) shall be deleted. Where the handling of Personal Information is
contracted by the Personal Information Handler, and the personal information handling
agreement fails to become effective, becomes null and void, or is cancelled or terminated, the
Personal Information being handled shall be returned to the Personal Information Handler or
deleted, and a written statement shall be provided to the Personal Information Handler. If it is
technically difficult to delete the Personal Information, the handling of the Personal
Information, other than the storage and any necessary measures taken for security protection,
shall be ceased.

Ensure the security of Personal Information handling in the following ways:

(1)  take technical and organizational measures including but not limited to those listed in
Article 2.5 of this Contract and carry out regular inspections to ensure the security of
Personal Information; and

(2)  ensure that the personnel authorized to handle Personal Information perform their
confidentiality obligations and establish access control permissions of minimum
authorization.

In the event that Personal information is or may be tampered with, destroyed, leaked, lost,
illegally used, provided or accessed without authorization, the Overseas Recipient shall:

(1) promptly take appropriate measures to mitigate the adverse impact on the Personal
Information Subject;

(2) immediately notify the Personal Information Handler and report to the Regulatory
Authority in accordance with the Relevant Laws and Regulations. The notice shall
contain the following contents:

1. the type of Personal Information to which the tampering with, destruction, leakage,
loss, illegal use, unauthorized provision or access occurs or may occur, the cause
of such event or potential event, and the potential harm;

i. remedial measures that have been taken;

ii. measures that can be taken by the Personal Information Subject to mitigate harm;
and

iv. contact information of the person, or team, in charge of handling the situation.

(3)  where the Relevant Laws and Regulations require the notification of the Personal
Information Subject, the content of the notice shall include the foregoing contents in
Article 3.7. (2) above; where the handling of Personal Information is contracted by the
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Personal Information Handler, the Personal Information Handler shall notify the
Personal Information Subject;

(4) record and retain all the situations thereof relating to the occurrence or potential
occurrence of tampering, destruction, leakage, loss, illegal use, unauthorized provision
or access, including all remedial measures taken.

The Overseas Recipient may provide Personal Information to the third party located outside
the territory of the People’s Republic of China only, if all of the following requirements
are met:

(1)  there is a necessity from the business perspective;

(2)  the Personal Information Subject has been informed of such third party’s name, contact
information, the purpose of handling, method of handling, type of Personal Information,
retention periods, and the methods and procedures for the Personal Information Subject
to exercise his/her rights. Where Sensitive Personal Information is provided to such third
party, the Personal Information Subject should also be informed of the necessity of the
outbound cross-border transfer of Sensitive Personal Information and the impact on the
rights and interests of the Personal Information Subject. However, unless otherwise
provided by laws and administrative regulations that such notification is not required,

(3)  where the handling of Personal Information is based on the consent of the Personal
Information Subject, the separate consent of the Personal Information Subject shall be
obtained; where the Personal Information of a minor under the age of 14 is involved, the
separate consent of the minor’s parent, or any other guardian, shall be obtained. Where
written consent is required by laws and administrative regulations, such written consent
shall be obtained;

(4) enter into a written agreement with the third party to ensure that the handling of Personal
Information by the third party meets the standards for protection of Personal Information
required by the Relevant Laws and Regulations of the People’s Republic of China, and
the Overseas Recipient will assume the liability for the infringement of Personal
Information Subject’s rights due to the provision of Personal Information to the third
party located outside the territory of the People’s Republic of China;

(5) provide a copy of the above agreement to the Personal Information Subject upon the
Personal Information Subject’s request. If trade secrets or other confidential business
information are involved, relevant parts of the agreement may be appropriately redacted
provided that such redaction will not affect the understanding of the Personal
Information Subject.

Where the Overseas Recipient is contracted by the Personal Information Handler to handle
Personal Information, and the Overseas Recipient intends to sub-contract the handling to a third
party, the Overseas Recipient shall obtain the consent of the Personal Information Handler in
advance and shall ensure that the sub-contractor will not handle Personal Information in a way
beyond the purpose and method of the handling as specified in Appendix I “Description of the
Outbound Cross-border Transfer of Personal Information”, and shall monitor the Personal
Information handling activities of the third party.

When making use of Personal Information for automated decision-making, the Overseas
Recipient shall ensure the transparency of decision-making and fair and impartial results, and
shall not carry out unreasonable or differential treatment of the Personal Information Subject in
terms of transaction conditions, such as transaction price. Where automated decision-making is
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used for pushing information and commercial marketing to the Personal Information Subject,
the Overseas Recipient shall also provide the Personal Information Subject with options that
are not specific to the individuals’ characteristics, or a convenient way for the Personal
Information Subject to reject the automated decision-making.

11. Undertake to provide the Personal Information Handler with all necessary information required
to comply with the obligations under this Contract, provide the Personal Information Handler
access to review the necessary data documents, and files, or conduct a compliance audit of the
handling activities under this Contract, and the Overseas Recipient shall facilitate the
compliance audit conducted by the Personal Information Handler.

12. Maintain an accurate record of the Personal Information handling activities carried out for at
least 3 years and provide the relevant records and documents to the Regulatory Authority
directly or through the Personal Information Handler, as required by the Relevant Laws and
Regulations.

13. Agree to be subject to supervision by the Regulatory Authority during an enforcement
procedure related to supervising the implementation of this Contract, including but not limited
to responding to inquiries and inspections by the Regulatory Authority, following the actions
taken or decisions made by the Regulatory Authority, and providing written confirmation that
necessary measures have been taken etc.

Article 4 The Impact of Personal Information Protection Policies and Regulations in the Overseas
Recipient’s Country or Region on the Performance of this Contract

1. The Parties warrant that they have exercised reasonable care when entering into this Contract
and are not aware of Personal Information protection policies and regulations in the Overseas
Recipient's country or region (including any requirements on providing Personal Information
or authorizing public authorities to access Personal Information) that would have an impact
on the Overseas Recipient’s performance of its obligations under this Contract.

2. The Parties declare that, when making the warranties in Article 4.1, they have conducted the
assessment in conjunction with the following circumstances:

(1)  the specific circumstances of outbound cross-border transfer, including the purpose of
handling the Personal Information, the types, scale, scope and sensitivity of the
Personal Information transferred, the scale and frequency of transfer, the period of the
outbound cross-border transfer of Personal Information and the retention period of
the Overseas Recipient, the previous experience of the Overseas Recipient with
respect to outbound cross-border transfer and handling of similar Personal Information,
whether any Personal Information security incident had occurred to the Overseas
Recipient and whether such incident was timely and effectively handled, whether the
Overseas Recipient has received any request to provide Personal Information to the
public authority of the country or region where it is located and how the Overseas
Recipient has responded to such request;

(2)  the Personal Information protection policies and regulations of the country or region
where the Overseas Recipient is located, including the following elements:

1. the existing Personal Information protection laws, regulations and generally
applicable standards of the country or region;
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ii. the regional or global organizations of Personal Information protection that the
country or region accedes to, and binding international commitments made by
the country or region; and

1. the mechanisms for Personal Information protection implemented in the
country or region, such as whether there are supervision and enforcement
authorities and relevant judicial authorities responsible for protecting Personal
Information.

(3)  the Overseas Recipient's security management system and technical capabilities.

3. The Overseas Recipient warrants that it has used its best efforts to provide the Personal
Information Handler with the necessary relevant information for the assessment under Article
4.2.

4. The Parties shall keep a record of any such assessment carried out under Article 4.2 as well as

the assessment results.

5. Where the Overseas Recipient is unable to perform this Contract due to any change in the
policies and regulations on Personal Information protection of the country or region where the
Overseas Recipient is located (including any change of laws or mandatory measures in the
country or region where the Overseas Recipient is located), the Overseas Recipient shall notify
the Personal Information Handler immediately after being aware of the aforesaid change.

6. If the Overseas Recipient receives a request for provision of Personal Information under this
Contract from a governmental authority or judicial authority in the country or region where the
Overseas Recipient is located, it shall promptly notify the Personal Information Handler.

Article 5 Rights of the Personal Information Subject

The Parties agree that the Personal Information Subject shall be entitled to the following rights as a
third-party beneficiary under this Contract.

1. The Personal Information Subject, in accordance with Relevant Laws and Regulations, has the
right to know and to make decisions on the handling of the Personal Information, the right
to restrict or refuse handling of the Personal Information Subject’s Personal Information by
others, the right to request access to, copy, correct, supplement or delete the Personal
Information, and the right to request others to explain the rules for the handling of the Personal
Information Subject’s Personal Information.

2. When the Personal Information Subject requests to exercise the above-mentioned rights
regarding their Personal Information that has been transferred overseas, the Personal Information
Subject may request the Personal Information Handler to take appropriate measures for the
realization of those rights, or directly make the request to the Overseas Recipient. If the Personal
Information Handler is unable to realize those rights, it shall notify the Overseas Recipient and
request the Overseas Recipient to assist in the realization.

3. The Overseas Recipient shall, as notified by the Personal Information Handler or requested by
the Personal Information Subject, realize the rights that the Personal Information Subject is
entitled to within a reasonable period and in accordance with the Relevant Laws and Regulations.

The Overseas Recipient shall inform the Personal Information Subject about the relevant
information which shall be true, accurate and complete, in an obvious way and using clear
and understandable language.
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If the Overseas Recipient intends to refuse the request of the Personal Information Subject, it
shall inform the Personal Information Subject the reasons of the refusal, as well as the channels
for the Personal Information Subject to raise complaints with the relevant Regulatory Authority
and seek judicial remedies.

The Personal Information Subject, as a third-party beneficiary to this Contract, has the right to
claim against one or both, the Personal Information Handler and the Overseas Recipient, in
accordance with this Contract and require them to perform the following clauses under this
Contract relating to the rights of the Personal Information Subject:

(1) Article 2, except for Articles 2.5, 2.6 and 2.7;
(2)  Article 3, except for Articles 3.7(2) and 3.7(4), 3.9, 3.11, 3.12 and 3.13;
(3) Aurticle 4, except for Articles 4.5 and 4.6;

(4) Article 5;

(5) Article 6;

(6) Article 8.2 and 8.3; and
(7) Article 9.5.

The above agreement shall not affect the rights and interests of the Personal Information Subject
in accordance with the Personal Information Protection Law of the People’s Republic of China.

Article 6 Remedies

The Overseas Recipient shall identify a contact person who is authorized to respond to enquiries
or complaints concerning the handling of Personal Information, and it shall promptly deal
with any enquiries or complaints from the Personal Information Subject. The Overseas
Recipient shall notify the Personal Information Handler of the contact information and shall
inform the Personal Information Subject of the contact information in a manner which is easy to
understand, by separate notice or announcement on its website. To be specific: The contact
person who is authorized to respond to enquiries or complaints concerning the handling of
Personal Information is the Data Protection Officer of the Overseas Recipient, that can be
contacted over the phone number and email address published on the website of the Overseas
Recipient. For more details, see Appendix "CAC", that will be or is filed with the local CAC.

If a dispute arises between either Party and the Personal Information Subject with respect to the
performance of this Contract, such Party shall notify the other Party and the Parties shall
cooperate to resolve the dispute.

If the dispute cannot be resolved amicably and the Personal Information Subject exercises the
rights as a third-party beneficiary in accordance with Article 5, the Overseas Recipient shall
accept that the Personal Information Subject may safeguard his/her rights through either of the
following means:

(1)  lodging a complaint with the Regulatory Authority; and
(2)  bringing a lawsuit to the court specified in Article 6.5.

The Parties agree that when the Personal Information Subject exercises the rights as a third-
party beneficiary with respect to a dispute under this Contract, if the Personal Information

All rights reserved by Heiko Maniero.

Document Owner: Heiko Maniero. Approved by: Ivan Huang, Stelley Xie, Ricky Luo, Roberto Gutierrez.
Public Information Contained: Business Data Date: 2023-06-09



Page 27

Version: 1.00

otto&sons

QUALITY FOODS SINCE 1909

Subject chooses to apply the Relevant Laws and Regulations of the People's Republic of China,
such choice shall prevail.

The parties agree that if the Personal Information Subject exercises the rights as a third-party
beneficiary with respect to a dispute under this Contract, the Personal Information Subject may
file a lawsuit with a competent court in accordance with the Civil Procedure Law of the People's
Republic of China.

The Parties agree that the choices made by the Personal Information Subject to safeguard
his/her rights will not impair the rights of the Personal Information Subject to seek remedies in
accordance with other laws and regulations.

Article 7 Termination of the Contract

If the Overseas Recipient breaches the obligations specified in this Contract or the Overseas
Recipient is unable to perform this Contract due to a change in the policies and regulations on
Personal Information protection in the Overseas Recipient's country or region (including
amendment to the laws or adoption of compulsory measures in the Overseas Recipient's country
or region), the Personal Information Handler may suspend the provision of Personal
Information to the Overseas Recipient until the breach is corrected or the Contract is terminated.

In case of any of the following circumstances, the Personal Information Handler shall be
entitled to terminate this Contract and notify the Regulatory Authority where necessary:

(1)  where the Personal Information Handler has suspended the provision of Personal
Information to the Overseas Recipient for more than one month in accordance with
Article 7.1;

(2)  the Overseas Recipient's compliance with this Contract will violate the laws and
regulations of its own country or region;

(3)  the Overseas Recipient seriously or persistently breaches the obligations under this
Contract;

(4)  the Overseas Recipient or the Personal Information Handler have breached this Contract
pursuant to a final decision of a competent court or the regulatory body supervising the
Overseas Recipient; and

The Overseas Recipient may also terminate this Contract in case of sub-paragraph (1),
(2) or (4) of above.
The Contract may be terminated upon mutual agreement by the Parties, provided that such
termination shall not exempt the Parties from the obligations of protecting Personal Information
during the handling of the Personal Information.

If the Contract is terminated, the Overseas Recipient shall promptly return or delete the Personal
Information (including all back-up copies) received hereunder and provide the Personal
Information Handler with a written statement. If it is technically difficult to delete the Personal
Information, any handling of the Personal Information, other than the storage and taking
necessary security protection measures, shall be ceased.

Article 8 Liability for Breach of the Contract
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1. Each Party shall be liable to the other Party for any damage as a result of its breach of this
Contract.
2. Each Party shall bear civil liabilities to the Personal Information Subject if its breach of this

Contract infringes the rights of the Personal Information Subject, without prejudice to the
administrative, criminal or other legal liabilities that shall be assumed by the Personal
Information Handler under the Relevant Laws and Regulations.

3. The Parties shall assume joint and several liability in accordance with the law. The Personal
Information Subject shall have the right to request each Party or the Parties to assume liability.
When the liability assumed by one Party exceeds the liability such Party shall be assumed, it
shall have the right to claim against the other Party accordingly.

Article 9 Miscellaneous

1. If this Contract conflicts with any other legal documents existing between the Parties, the
provisions of this Contract shall prevail.

2. The formation, validity, performance and interpretation of this Contract and any dispute
between the Parties arising from this Contract shall be governed by the Relevant Laws and
Regulations of the People's Republic of China.

3. All notices shall be promptly transmitted or posted by electronic mail, cable, telex, facsimile
(confirmation copy sent by airmail), or registered airmail to (specified address in the Main
Agreement or such other address as may be substituted for such address by written notice).
Receipt of any notice under this Contract shall be deemed to have been received seven days
after its postmark-date in the case of registered airmail and three working days after dispatch
in the case of e-mail, cable, telex or facsimile transmission.

4. Any dispute arising from this Contract between the Parties, the Personal Information Handler
and the Overseas Recipient, as well as a claim by either Party against the other for recovery of
compensation already paid to the Personal Information Subject, shall be resolved by the Parties
through negotiation; if such negotiation fails, either Party may adopt any of the following
methods to resolve the dispute (check the box for the chosen arbitration institution, if arbitration
is required):

(1)  Arbitration. The dispute shall be submitted to:

O China International Economic and Trade Arbitration Commission

O China Maritime Arbitration Commission

O Beijing Arbitration Commission (Beijing International Arbitration Center)

O Shanghai International Arbitration Center

X Other arbitration institutions that are members of the Convention on the

Recognition and Enforcement of Overseas Arbitral Awards

The arbitration shall be conducted in Munich, Germany (the place of arbitration) in
accordance with its arbitration rules then in force.

(2)  Litigation. Submit the dispute to a Chinese court with jurisdiction in accordance with
the applicable laws.
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This Contract shall be interpreted in accordance with Relevant Laws and Regulations and shall
not be interpreted in a manner inconsistent with the rights and obligations set forth in Relevant
Laws and Regulations.

This Contract shall be executed in two originals, and the Parties, the Personal Information
Handler and the Overseas Recipient, shall each hold one original(s), with equal legal effect.

This contract is signed or concluded online (implemented as terms and conditions and is and
original and valid without signature).

Personal Information Handler: Authorized Person, that signed the Main Agreement

Date: Date of Main Agreement

Overseas Recipient: Authorized Person, that signed the Main Agreement

Date: Date of Main Agreement

Appendix 1

Description of the Outbound Cross-border Transfer of Personal Information

The details of the outbound cross-border transfer of Personal Information under this Contract are as

follows

1.
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Classification:

Purpose of handling: see APPENDIX D — DESCRIPTION OF THE PROCESSING OR THE
TRANSFER

Method of handling: published as “Nature of (sub-) processing” in APPENDIX D -
DESCRIPTION OF THE PROCESSING OR THE TRANSFER

The scale of Personal Information to be transferred overseas: Processing and transfer on a small
scale. For more details, see Appendix "CAC", that will be or is filed with the local CAC.

Type of Personal Information to be transferred overseas ( please refer to the Information
Security Technologies - Personal Information Security Specifications (GB/T 35273) and
relevant standards):

Personal Information (3.1 in GB/T 35273-2020)
PI Subject (3.3 in GB/T 35273-2020)

PI Controller (3.4 in GB/T 35273-2020)
Explicit consent (3.6 in GB/T 35273-2020)
Consent (3.7 in GB/T 35273-2020)

Personalized display (3.16 in GB/T 35273-2020)
Business function (3.17 in GB/T 35273-2020)
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For more details, see Appendix "CAC", that will be or is filed with the local CAC.

5. Type of Sensitive Personal Information to be transferred abroad (please refer to the Information
Security Technologies - Personal Information Security Specifications (GB/T 35273) and
relevant standards, if applicable): None.

6. The Overseas Recipient transfers Personal Information only to the following third parties
outside the People's Republic of China (if applicable): N/A.

7. Method of transfer: Online Transfer.
8. Retention period after the cross-border transfer:

From date of Main Agreement to Date of Termination of Main Agreement (which cannot be
determined yet).

9. Storage location after the outbound cross-border transfer: Office und legal entity address of
Overseas Recipient, or its sub-processors storage locations.

10. Other matters (to be filled in as appropriate): None.

Appendix I1

Other Terms as Agreed by the Parties (If Necessary): None.
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C. Data Processing Agreement and National Joint Controllership Agreement to comply
with PIPL (People’s Republic of China) (Contract Language: Englisch)

Data Processing Agreement and National Joint Controllership
Agreement to comply with PIPL (People’s Republic of China)

This Data Processing Agreement and National Joint Controllership Agreement to comply with PIPL
(People’s Republic of China) (Agreement) is concluded on the same date as the Services Agreement
(as defined below) and is concluded by and between

1) the Personal Information Handler, named with its Company details as a Party in the Services
Agreement (as defined below), and

(2) the Entrusted Person, named with its Company details as a Party in the Services Agreement
(as defined below).

(together the Parties)

1. Preamble

1.1 The Entrusted Person is a provider of professional services (Services) and/or provides its
Services as a Joint-Controller and is based in the People’s Republic of China. The Personal
Information Handler is also based in the People’s Republic of China. The Parties entered into
an agreement which describes the Services provided by the Entrusted Person acting on behalf
of the Personal Information Handler, or acting jointly with the Personal Information Handler, in
more detail (Services Agreement).

1.2 The Parties have agreed to enter into this Agreement in relation to the Processing of Personal
Information by the Entrusted Person, or jointly by the Entrusted Person and the Personal
Information Handler, in the course of providing the Services. The terms of this Agreement are
intended to apply in addition to and not in substitution of the terms of the Services Agreement.

1.3 This Agreement applies to all activities involving the Handling of Personal Information of natural
persons within the borders of the People’s Republic of China.

2. Definitions and interpretation

2.1 PIPL means the Personal Information Protection Law of the People’s Republic of China, passed
at the 30th meeting of the Standing Committee of the 13th National People's Congress on
August 20, 2021, that entered into force on November 1, 2021, as amended or superseded
from time to time. The legal definitions from Article 73 PIPL shall apply.

2.2 Personal Information means all kinds of information, recorded by electronic or other means,
related to identified or identifiable natural persons, not including information after anonymization
Handling.

2.3 Personal Information Handling includes Personal Information collection, storage, use,

processing, transmission, provision, disclosure, deletion, etc.
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Sensitive Personal Information means Personal Information that, once leaked or illegally
used, may easily cause harm to the dignity of natural persons grave harm to personal or
property security, including information on biometric characteristics, religious beliefs, specially-
designated status, medical health, financial accounts, individual location tracking, etc., as well
as the Personal Information of minors under the age of 14.

Data Protection Officer means the Personal Information Protection Officer.

Joint-Controller means an Entrusted Person that qualifies as a Second PI Handler that jointly
decides with the Personal Information Handler on the Personal Information Handling purposes
and Handling methods.

Data Protection Legislation means the Personal Information Protection Law of the People’s
Republic of China as well as any regulation adopted, published, administered, implemented, or
enforced by the Government of the People’s Republic of China, as amended or superseded
from time to time, and any related case-law.

General Obligations

Each Party shall comply with all applicable requirements of Data Protection Legislation. This
Clause is in addition to, and does not relieve any Party from complying with, a Party’s
obligations under Data Protection Legislation.

If the Entrusted Person is Handling Personal Information on behalf of the Personal Information
Handler, without prejudice to the generality of this Clause, the Personal Information Handler will
ensure that it has all necessary Consents and notices in place to enable the lawful transfer of
the Personal Information to the Entrusted Person in connection with the performance of its
obligations under the Services Agreement.

If the Entrusted Person is Handling Personal Information on behalf of the Personal Information
Handler, to the extent within the Personal Information Handler’s control having regard to the
Entrusted Person’s obligations under the Services Agreement, the Personal Information
Handler shall be responsible for the accuracy and quality of the Personal Information
transferred to the Entrusted Person.

If the Entrusted Person is Handling Personal Information on behalf of the Personal Information
Handler, the Entrusted Person shall have an ongoing obligation throughout the duration of the
Services Agreement to identify and report to the Personal Information Handler best practice
techniques relating to the Handling of Personal Information and the emergence of new and
evolving technologies which could improve the availability, confidentiality and/or integrity of the
Handling of Personal Information.

Sub-Handlers

If the Handling involves more than one Entrusted Person (Sub-Handler), the Handling must be
made in accordance with a contract or written agreement whereby their obligations,
responsibilities and roles related to the Handling are clearly defined.

All rights reserved by Heiko Maniero.

Document Owner: Heiko Maniero. Approved by: Ivan Huang, Stelley Xie, Ricky Luo, Roberto Gutierrez.
Public Information Contained: Business Data Date: 2023-06-09



4.2

4.3

4.4

4.5

4.6

4.7

4.8

5.1

Page 33

Version: 1.00

Classification:

otto&sons

QUALITY 7OO0ODS SINCE 1909

The Personal Information Handler hereby authorizes the Entrusted Person to appoint Sub-
Handlers (General Written Authorization). The Entrusted Person shall name all its Sub-
Handlers to the Personal Information Handler prior to initiation of Handling.

With respect to each Sub-Handler appointed by the Entrusted Person under General Written
Authorization, the Entrusted Person shall (a) undertake appropriate due diligence prior to the
Handling of Personal Information by such Sub-Handler to ensure that it is capable of providing
the level of protection for Personal Information required by the terms of the Services Agreement
and this Agreement, and (b) enter into a written Agreement with the Sub-Handler incorporating
terms which are substantially similar (and no less onerous) than those set out in this Agreement
and which meet the requirements stipulated by PIPL.

In regard to the Agreement between the Personal Information Handler and the Entrusted
Person, the Entrusted Person remain fully liable to the Personal Information Handler for all acts
or omissions of its Sub-Handlers as though they were its own.

To the extent that the Entrusted Person has already appointed any Sub-Handlers prior to the
Handling of any Personal Information under this Agreement, the Entrusted Person shall ensure
that its obligations under this Section are met.

Where the Entrusted Person proposes any changes concerning the addition or replacement of
any Sub-Handler, it shall notify the Personal Information Handler in writing as soon as
reasonably practicable prior to implementing such change specifying (a) the name of any Sub-
Handler which it proposes to add or replace, and (b) the Handling activity or activities affected
by the proposed change, and (c) the reasons for the proposed change, and (d) the proposed
date for implementation of the change.

If within thirty (30) days of receipt of a notice the Personal Information Handler (acting
reasonably and in good faith) notifies the Entrusted Person in writing of any objections to the
proposed change, the Parties shall use their respective reasonable endeavors to resolve the
Personal Information Handler’s objections. Where such resolution cannot be agreed within thirty
(30) days of the Entrusted Person’s receipt of the Personal Information Handler’s objections (or
such longer period as the Parties may agree in writing) the Personal Information Handler may,
notwithstanding the terms of the Services Agreement, serve written notice on the Entrusted
Person to terminate the Services Agreement (to the extent that the provision of the Services
are or would be affected by the proposed change).

The Entrusted Person shall, upon the Personal Information Handler's request, provide the
Personal Information Handler with copies of any Agreements between the Entrusted Person
and its Sub-Handlers (which may be redacted to remove information which is confidential to the
Entrusted Person and/or its Sub-Handlers and which is not relevant to the terms of this
Agreement).

Obligations of the Entrusted Person (Art. 5, 6, 7, 8, 9, and 10 PIPL)

The Entrusted Person shall observe the principles of legality, propriety, necessity, and sincerity
for Personal Information Handling. The Entrusted Person shall not Handle Personal Information
in misleading, swindling, coercive, or other such ways.
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The Entrusted Person shall Handle Personal Information only for clear and reasonable
purposes, that shall be directly related to the Handling purpose, using methods with the smallest
influence on individual rights and interests.

The Entrusted Person shall limit the collection of Personal Information to the smallest scope for
realizing the Handling purpose, and not collect Personal Information excessive.

The Entrusted Person shall observe the principles of openness and transparency in the
Handling of Personal Information, disclose the rules for Handling Personal Information and
clearly indicate the purpose, method, and scope of Handling.

The Entrusted Person shall ensure the quality of Personal Information and avoid adverse
effects on individual rights and interests from inaccurate or incomplete Personal Information.

The Entrusted Person shall bear full responsibility for its own Personal Information Handling
activities and adopt all necessary measures to safeguard the security of the Personal
Information it Handles. The Parties agreed on the required technical and organizational
measures and procedures in APPENDIX E — TECHNICAL AND ORGANISATIONAL
MEASURES.

The Entrusted Person shall not illegally collect, use, process, or transmit other persons'
Personal Information, or illegally sell, buy, provide, or disclose other persons' Personal
Information, or engage in Personal Information Handling activities harming national security or
the public interest.

Consent and Legal Grounds (Art. 13, 14, 15, and 16 PIPL)

In principle, the Entrusted Person shall Handle Personal Information with the individual’s
consent.

However, the Entrusted Person may Handle Personal Information without the individual's
consent in cases (1) where necessary to conclude or fulfill a contract in which the individual is
an interested party, or where necessary to conduct human resources management according
to lawfully formulated labor rules and structures and lawfully concluded collective contracts, or
(2) where necessary to fulfill statutory duties and responsibilities or statutory obligations, or (3)
where necessary to respond to sudden public health incidents or protect natural persons’ lives
and health, or the security of their property, under emergency conditions, or (4) Handling
Personal Information within a reasonable scope to implement news reporting, public opinion
supervision, and other such activities for the public interest, or (5) when Handling Personal
Information disclosed by persons themselves or otherwise already lawfully disclosed, within a
reasonable scope in accordance with the provisions of PIPL, or (6) in other circumstances
provided in laws and administrative regulations.

Where Personal Information is Handled by the Entrusted Person based on the individual's
consent, said consent shall be given by individuals under the precondition of full knowledge,
and in a voluntary and explicit statement. Where laws or administrative regulations provide that
separate consent or written consent shall be obtained to Handle Personal Information, those
provisions are to be followed by the Entrusted Person.
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Where the Entrusted Person changes the purpose of Personal Information Handling, the
Handling method, or the categories of Handled Personal Information, the Entrusted Person
shall obtain the individual’s consent again.

Where Personal Information is Handled by the Entrusted Person based on the individual's
consent, the Entrusted Person shall inform individuals about their right to rescind their consent.
The Entrusted Person shall provide a convenient way to withdraw consent.

The Entrusted Person shall not refuse to provide products or services on the basis that an
individual does not consent to the Handling of its Personal Information or rescinds its consent,
except where Handling Personal Information is necessary for the provision of products or
services.

Transparency towards and Notifications of Individuals (Art. 17 and 18 PIPL)

The Entrusted Person shall, before Handling Personal Information, explicitly notify individuals
truthfully, accurately, and fully, using clear and easily understood language, namely about (1)
the name or personal name and contact method of the Entrusted Person, and (2) the purpose
of Personal Information Handling and the Handling methods, the categories of Handled
Personal Information, and the retention period, and (3) methods and procedures for individuals
to exercise the rights provided by PIPL, and (4) other items that laws or administrative
regulations provide shall be notified. Where the Entrusted Person Handles Personal Information
exclusively for the Personal Information Handler, the Entrusted Person shall, before Handling
Personal Information, explicitly notify and inform individuals by means of the Transparency
Document that was published on the website of the Personal Information Handler.

Where a change occurs in the matters provided in the previous paragraph, individuals shall be
notified by the Entrusted Person about the change.

Where the Entrusted Person notify the matters as provided under Section 7.1 through the
method of formulating Personal Information Handling rules, the Handling rules shall be made
public disclosed and convenient to read and store.

The Entrusted Person may not notify individuals about the items provided in Section 7.1 under
circumstances where laws or administrative regulations provide that confidentiality shall be
preserved or notification is not necessary.

Under emergency circumstances, where it is impossible to notify individuals in a timely manner
in order to protect natural persons’ lives, health, and the security of their property, the Entrusted
Person shall notify them after the conclusion of the emergency circumstances.

Retention (Art. 19 PIPL)

The Entrusted Person shall, except where laws or administrative regulations provide otherwise,
use the shortest period necessary to realize the purpose of the Personal Information Handling
as retention period.

Rights and Obligations of each Party if the Parties act as Joint-Controllers (Art. 20 PIPL)
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This Section 9 shall apply only if the Personal Information Handler and the Entrusted Person
act jointly as Joint-Controllers. The Clauses of Section 9 of this Agreement shall supersede any
conflicting Clauses in other Sections of this Agreement regarding to both Joint-Controllers.

This Agreement does not influence an individual’s rights to demand any of the Joint-Controllers
to perform under PIPL provisions.

Where the Joint-Controllers harm Personal Information rights and interests, resulting in
damages, they bear joint liability according to the law.

The Joint-Controllers determined the scope, subject, purpose and nature of the Handling, the
type of Personal Information and categories of individuals in the Services Agreement and/or in
APPENDIX D — DESCRIPTION OF THE PROCESSING OR THE TRANSFER.

The Joint-Controllers shall jointly ensure compliance with Data Protection Legislation when
Handling Personal Information. Both controllers are equally responsible for the legality and
lawfulness of joint Handling.

The Personal Information Handler undertakes to provide the individuals with all information
regarding their rights under PIPL. The Personal Information Handler acts as the contact point
for individuals.

The Joint-Controllers shall bear joint responsibility for Personal Information Handling activities
and adopt all necessary measures to safeguard the security of the Personal Information they
Handle jointly. The Parties agreed on the technical and organizational measures and
procedures in APPENDIX E — TECHNICAL AND ORGANISATIONAL MEASURES.

The Joint-Controllers shall jointly appoint only Sub-Handlers which adopted necessary
measures to safeguard the security of the Personal Information they Handle and comply with
PIPL.

Each Joint-Controller shall appoint a Data Protection Officer. Both Data Protection Officers shall
act jointly in good faith.

Where one of the Joint-Controllers provides a third party with Personal Information, that Joint-
Controller shall notify individuals about the name or personal name of the recipient, their contact
method, the Handling purpose, Handling method, and Personal Information categories, and
obtain separate consent from the individuals.

Where one of the Joint-Controllers provides a third party with Personal Information, that third
party shall Handle Personal Information within the scope of Handling purposes, Handling
methods, Personal Information categories, etc. and when the third party is changing the original
Handling purpose or Handling methods, that third party shall inform and obtain the individual’s
consent again.

General Obligations of the Entrusted Person (Art. 21 PIPL)

Where the Personal Information Handler entrust the Handling of Personal Information, it shall
conclude an agreement with the Entrusted Person on the purpose for entrusted Handling, the
time limit, the Handling method, categories of Personal Information, protection measures, as
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well as the rights and duties of both sides, etc., and conduct supervision of the Personal
Information Handling activities of the Entrusted Person.

The time limit of Handling of Personal Information by the Entrusted Person is the duration of
the Services Agreement. The protection measures are agreed on with APPENDIX E —
TECHNICAL AND ORGANISATIONAL MEASURES.

The Personal Information Handler published a “List of (sub) processors, recipients in third
countries and international organizations” on its website. In this document, the “Purpose for
entrusted Handling” is published as “Subject matter of (sub-) processing”, the “Handling
method” is published as “Nature of (sub-) processing”, and the “Categories of Personal
Information” are published as “Categories of Personal Data”.

The Personal Information Handler is granted the right to conduct supervision of the Personal
Information Handling activities of the Entrusted Person.

The Entrusted Person shall Handle Personal Information exclusively according to this
Agreement. The Entrusted Person shall not Handle Personal Information for Handling purposes
or in Handling methods, etc., in excess of this Agreement.

If this Agreement does not take effect, is void, has been cancelled, or has been terminated, the
Entrusted Person shall return the Personal Information to the Personal Information Handler or
delete it, and may not retain it.

Mergers, separations, dissolution, declaration of bankruptcy, and other such reasons
(Art. 22 PIPL)

The Entrusted Person shall not transfer any Personal Information Handled on behalf or for the
Personal Information Handler due to mergers, separations, dissolution, declaration of
bankruptcy, and other such reasons. Wherever such reason may occur, the Personal
Information Handler is to be informed and shall decide on the transfer of Personal Information,
the return of the Personal Information to the Personal Information Handler or the deletion of the
Personal Information.

Notifications where Personal Information Handlers provide other Personal Information
Handlers with the Personal Information they Handle (Art. 23 PIPL)

Where the Entrusted Person provide other Personal Information Handlers with the Personal
Information it Handles, the Entrusted person shall notify individuals about the name or personal
name of the recipient, their contact method, the Handling purpose, Handling method, and
Personal Information categories, and obtain separate consent from the individual.

Where the Entrusted Person provide other Personal Information Handlers with the Personal
Information it Handles, the Entrusted person shall make sure by means of a contract that all
recipients that Handle Personal Information within the above-mentioned scope of Handling
purposes, Handling methods, Personal Information categories, etc. and where recipients
change the original Handling purpose or Handling methods, the Entrusted Person shall make
sure by means of a contract, that the recipients obtain the individual’'s consent again.

Automated Decision-Making (Art. 24 PIPL)
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The Entrusted Person shall not use any methods for or engage with any automated decision-
making regarding the Personal Information that is Handled for or on behalf of the Personal
Information Handler.

Non Disclosure of Personal Information (Art. 25 PIPL)

The Entrusted Person shall not disclose any Personal Information Handled on behalf of the
Personal Information Handler to third parties. Sub-Handlers are not considered to be third
parties.

Major influence on individual rights and interests (Art. 27 PIPL)

Where the Entrusted Person Handles Personal Information that has been disclosed by the
persons themselves or was otherwise lawfully disclosed, except where the person clearly
refuses, and that may have a major influence on individual rights and interests, the Entrusted
Person shall obtain personal consent in accordance with the provisions of PIPL.

Sensitive Personal Information (Art. 28, 29, 30, 31, and 32 PIPL)

In general, the Entrusted Person shall not Handle Sensitive Personal Information on behalf of
the Personal Information Handler. However, if the Entrusted Person would Handle Sensitive
Personal Information in exceptional circumstances on behalf of the Personal Information
Handler, it may do so only where there is a specific purpose and a need to fulfill, and under
circumstances of strict protection measures.

If the Entrusted Person would Handle Sensitive Personal Information in exceptional
circumstances on behalf of the Personal Information Handler, the Entrusted Person shall obtain
the individual's separate consent. Where laws or administrative regulations provide that written
consent shall be obtained for Handling Sensitive Personal Information, those provisions are to
be followed by the Entrusted Person.

If the Entrusted Person would Handle Sensitive Personal Information in exceptional
circumstances on behalf of the Personal Information Handler, the Entrusted Person shall, in
addition to the items set out in Article 17, Paragraph 1, of PIPL, also notify individuals of the
necessity and influence on the individual's rights and interests of Handling the Sensitive
Personal Information, except where PIPL provides that it is permitted not to notify the
individuals.

In general, the Entrusted Person shall not Handle Personal Information of minors under the age
of 14 on behalf of the Personal Information Handler. However, if the Entrusted Person would
Handle Personal Information of minors under the age of 14 in exceptional circumstances on
behalf of the Personal Information Handler, the Entrusted Person shall obtain the consent of
the parent or other guardian of the minor. Where the Entrusted Person Handle the Personal
Information of minors under the age of 14, the Entrusted Person shall formulate specialized
Personal Information Handling rules.

Where laws or administrative regulations provide that relevant administrative licenses shall be
obtained or other restrictions apply to the Handling of Sensitive Personal Information, those
provisions are to be followed by the Entrusted Person.
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Cross-Border Provision of Personal Information (Art. 38, 39, 40, 41, 42 and 43 PIPL)

Where the Entrusted Person, on behalf of the Personal Information Handler, truly need to
provide Personal Information outside the borders of the People’s Republic of China for business
or other such requirements, the Entrusted Person shall meet all requirements of PIPL.

In particular, in such case, the Entrusted Person shall meet one of the following conditions: (1)
passing a security assessment organized by the State cybersecurity and informatization
department according to Article 40 of PIPL, or (2) undergoing Personal Information protection
certification conducted by a specialized body according to provisions by the State cybersecurity
and informatization department, or (3) concluding a contract with the foreign receiving side in
accordance with a standard contract formulated by the State cyberspace and informatization
department, agreeing upon the rights and responsibilities of both sides, or (4) meet other
conditions provided in laws or administrative regulations or by the State cybersecurity and
informatization department.

Where treaties or international agreements that the People's Republic of China has concluded
or acceded to contain relevant provisions such as conditions on providing personal data outside
the borders of the People's Republic of China, those provisions may be carried out by the
Entrusted Person.

The Entrusted Person shall adopt necessary measures to ensure that foreign receiving parties’
Personal Information Handling activities reach the standard of Personal Information protection
provided in PIPL.

Where the Entrusted Person provide Personal Information outside of the borders of the
People’s Republic of China, the Entrusted Person shall notify the individual about the foreign
receiving side’s name or personal name, contact method, Handling purpose, Handling methods,
and Personal Information categories, as well as ways or procedures for individuals to exercise
the rights provided in PIPL with the foreign receiving side, and other such matters, and obtain
individuals’ separate consent.

If the Entrusted Person is a Critical information infrastructure operator that is Handling Personal
Information and reaches the quantities provided by the State cybersecurity and informatization
department the Entrusted Person shall store Personal Information collected and produced
within the borders of the People’s Republic of China domestically. Where the Entrusted Person
need to provide it abroad, the Entrusted Person shall pass a security assessment organized by
the State cybersecurity and informatization department; where laws or administrative
regulations and State cybersecurity and informatization department provisions permit that
security assessment not be conducted, those provisions are to be followed by the Entrusted
Person.

Competent authorities of the People's Republic of China, according to relevant laws and treaties
or international agreements that the People's Republic of China has concluded or acceded to,
or according to the principle of equality and mutual benefit, are to Handle foreign judicial or law
enforcement authorities' requests regarding the provision of Personal Information stored
domestically. Without the approval of the competent authorities of the People's Republic of
China, the Entrusted Person may not provide Personal Information stored within the mainland
territory of the People's Republic of China to foreign judicial or law enforcement agencies.
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The Entrusted Person shall observe the lists of the State cybersecurity and informatization
department that contain foreign organizations or individuals with limitations or prohibitions
regarding the provision of personal information to them and shall under no circumstances
transfer or provide Personal Information to any foreign organization or individual that is named
or included on such lists.

Where the People’s Republic of China has adopted reciprocal measures against any country
or region on the basis of actual circumstances, based on Art. 43 PIPL, the Entrusted Person
shall comply with any such decision, and where required, without undue delay cease and desist
any transfer to the respective country or region.

Individuals’ Rights in Personal Information Handling Activities (Art. 44, 45, 46, 47, 48, 49,
and 50 PIPL)

The Entrusted Person shall comply with its own obligations under Art. 44, 45, 46, 47, 48, 49,
and 50 PIPL and inform the Personal Information Handler, with undue delay, fully about any
individual that has contacted the Entrusted Person regarding any Rights in Personal Information
Handling Activities relating to any Personal Information Handled on behalf of the Personal
Information Handler.

Where the Entrusted Person Handles Personal Information on behalf of the Personal
Information Handler, the Entrusted Person shall, before Handling Personal Information, inform
individuals about their Rights in Personal Information Handling Activities regarding the Personal
Information Handler by means of the Transparency Document published on the website of the
Personal Information Handler.

Other Duties of the Entrusted Person (Art. 51, 52, 53, 54, 55, 56, 57, 58 and 59 PIPL)

The Entrusted Person shall, on the basis of the Personal Information Handling purpose,
Handling methods, Personal Information categories, as well as the influence on individuals'
rights and interests, possibly existing security risks, etc., adopt at least the following measures
to ensure Personal Information Handling conforms to the provisions of laws and administrative
regulations, and prevent unauthorized access as well as Personal Information leaks, distortion,
or loss: (1) formulate internal management structures and operating rules, and (2) implement
categorized management of Personal Information, and (3) adopt corresponding technical
security measures such as encryption, de-identification, etc., and (4) reasonably determine
operational limits for Personal Information Handling, and regularly conducting security
education and training for employees, and (5) formulate and organize the implementation of
Personal Information security incident response plans, and (6) take other measures provided
in laws or administrative regulations.

If the Entrusted Person has reached the quantities provided by the State cybersecurity and
informatization department, it shall appoint a Personal Information Protection Officer, to be
responsible for supervising Personal Information Handling activities as well as adopted
protection measures, etc., and shall disclose the methods of contacting the Personal
Information Protection Officer, and report the personal names of the Officer and contact
methods to the departments fulfilling Personal Information protection duties and responsibilities.

If the Entrusted Person engages a Personal Information Handler outside the borders of the
People’s Republic of China, the Entrusted Person shall make sure that the foreign Personal
Information Handler has dedicated an entity or appointed a representative within the borders of
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the People’s Republic of China that is responsible for matters related to the Personal
Information which it Handles, and that the name of the relevant entity or the personal name of
the representative and contact method, etc., was reported to the departments fulfilling personal
information protection duties and responsibilities.

The Entrusted Person shall regularly engage in audits of their Personal Information Handling
and compliance with laws and administrative regulations.

When one of the following circumstances is present, the Entrusted Person shall conduct a
Personal Information Protection Impact Assessment in advance, and record the Handling
situation: (1) Handling Sensitive Personal Information, or (2) Using Personal Information to
conduct automated decision-making, or (3) Entrusting Personal Information Handling, providing
Personal Information to other Personal Information Handlers, or disclosing Personal
Information, or (4) Providing Personal Information abroad, or (5) other Personal Information
Handling activities with a major influence on individuals.

The Entrusted Person shall include the following content in the Personal Information Protection
Impact Assessment: (1) whether or not the Personal Information Handling purpose, Handling
method, etc., are lawful, legitimate, and necessary, and (2) the influence on individuals' rights
and interests, and the security risks, and (3) whether protective measures undertaken are legal,
effective, and suitable to the degree of risk. The Entrusted Person shall preserve the Personal
Information Protection Impact Assessment Reports and Handling status records for at least
three years.

Where a Personal Information leak, distortion, or loss occurs or might have occurred, the
Entrusted Person shall immediately adopt remedial measures, and notify the Personal
Information Handler to allow him to notify the departments fulfilling Personal Information
protection duties and responsibilities and the individuals. The notification shall include the
following items (1) the information categories, causes, and possible harm caused by the leak,
distortion, or loss that occurred or might have occurred, and (2) the remedial measures taken
by the Personal Information Handler and measures individuals can adopt to mitigate harm, and
(3) the contact method of the Entrusted Person.

If the Entrusted Person is providing important Internet platform services, that have a large
number of users, and its business models are complex, the Entrusted Person shall fulfill the
obligations in Art. 58 PIPL.

The Entrusted Persons shall, according to the provisions of PIPL and relevant laws and
administrative regulations, take necessary measures to safeguard the security of the Personal
Information it Handles, and assist the Personal Information Handler in fulfilling its obligations
provided in PIPL.

Legal Liability (Art. 66 PIPL)

Where the Entrusted Person has Handled Personal Information in violation of PIPL or Personal
Information is Handled by the Entrusted Person without fulfilling Personal Information protection
duties in accordance with the provisions of PIPL, and the Entrusted Person acted on behalf of
the Personal Information Handler, the Personal Information Handler is entitled to order
correction, and order the provisional suspension or termination of service provision of the
application programs unlawfully Handling Personal Information.

All rights reserved by Heiko Maniero.

Document Owner: Heiko Maniero. Approved by: Ivan Huang, Stelley Xie, Ricky Luo, Roberto Gutierrez.
Public Information Contained: Business Data Date: 2023-06-09



otto&sons

QUALITY FOODS SINCE 1909
21. Compensation for infringements (Art. 69 PIPL)

211 Where the Entrusted Person Handled Personal Information, and such operation is infringing
Personal Information rights and interests and results in harm, and the Entrusted Person cannot
prove they are not at fault, the Entrusted Person shall bear compensation and take
responsibility for the infringement. Responsibility to compensate for infringement shall be
determined according to the resulting loss to the individual or the Personal Information
Handler’'s resulting benefits. Where the loss to the individual and the Personal Information
Handler’s benefits are difficult to determine, a court may determine compensation according to
practical conditions.
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D. DESCRIPTION OF THE PROCESSING OR THE TRANSFER

Categories of data subjects / personal information subjects whose personal information is
processed or transferred:

Customers, potential customers, employees, business partners, suppliers.
Categories of personal data / personal information processed or transferred:
Customer data, data of potential customers, employee data, data of business partners, supplier data.

Sensitive data processed or transferred (if applicable) and applied restrictions or safeguards
that fully take into consideration the nature of the data and the risks involved, such as for
instance strict purpose limitation, access restrictions (including access only for staff having
followed specialised training), keeping a record of access to the data, restrictions for onward
transfers or additional security measures.

Sensitive data / sensitive personal information processed or transferred:
None.

Applied restrictions or safeguards:

None, because no sensitive data is processed or transferred.

Frequency of transfer:

The data is transferred on a continuous basis as long as the Main-Agreement is in force.
Nature of the processing:

See Main-Agreement, the following processing could occur: collection, recording, organisation,
structuring, storage, adaptation, alteration, retrieval, consultation, use, disclosure by transmission,
dissemination, otherwise making available, alignment, combination, restriction, erasure, destruction.

Purpose(s) for which the personal data / personal information is processed on behalf of the
controller or Purpose(s) of the data transfer and further processing:

See Main-Agreement.
Duration of the processing:

Duration of the Main-Agreement.
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The period for which the personal information will be retained, or, if that is not possible, the
criteria used to determine that period

The criteria for determining the retention period is resulting from the main contract and statutory
retention periods.

For processing by or transfer to (sub-) processors, also specify subject matter, nature and
duration of the processing

Subject matter of (sub-) processing: SEE APPENDIX D

Nature of (sub-) processing: SEE APPENDIX D

Duration of (sub-) processing: SEE APPENDIX D
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E. TECHNICAL AND ORGANISATIONAL MEASURES

The technical and organizational security measures mentioned as follows are the minimum
required from you, and are also fulfilled by us. If you have not implemented these technical and
organizational security measures, please inform us immediately. Furthermore, you shall send
us a list of all additional technical and organizational security measures taken by you, if any.

1. Measures of pseudonymization and encryption of personal information

Pseudonymisation of personal information that are no longer needed in plain text
Encryption of websites (SSL)
Encryption of e-mail (TLS 1.2 or 1.3)

2. Measures for ensuring ongoing confidentiality, integrity, availability and resilience of
processing systems and services

Confidentiality agreements with employees
NDAs with third parties

Data Protection agreements with employees
Firewall

Anti-Virus

Regular backups

3. Measures for ensuring the ability to restore the availability and access to personal

information in a timely manner in the event of a physical or technical incident

Regular backups of the whole system
Regular test of backup and recovery

Regular training of IT staff

4. Processes for regularly testing, assessing and evaluating the effectiveness of technical
and organisational measures in order to ensure the security of the processing

In-house checks
Regular review of processes by IT
Regular audits (e.g. by the DPO)

5. Measures for user identification and authorisation

Authentication with username / password

Regular checks of authorisations
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Password guideline
Limitation of the number of administrators

Management of rights by system administrator

6. Measures for the protection of data during transmission

Use of encryption technologies
Logging of activities and events
Encryption of email (TIS 1.2 or 1.3)

Use of company internal / restricted drives
7. Measures for the protection of data during storage

Logging of actions and events
Limitation of the number of administrator’'s

Firewall

8. Measures for ensuring physical security of locations at which personal information are

processed

Manual locking system
Security locks

Key control

9. Measures for ensuring events logging

Logging activated on application level

Regular manual checks of logs

10. Measures for ensuring system configuration, including default configuration

Configuration change control process
Data protection by default is observed
Configuration only by system administrator

Regular training of IT staff
11. Measures for internal IT and IT security governance and management
IT security policy

Training of employees on data security
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IT team with clear roles and responsibilities
12. Measures for certification/assurance of processes and products

Clear overview of the provisions applicable to the provided products/services/processes
Regular internal and/or external audits

Assignment of audit responsibilities to certified experts
13. Measures for ensuring data minimization

Identification of the purpose of processing
Assessment of a link between processing and purpose
Identification of the applicable retention periods for each data category

Secure erasure of the data after expiration of the retention period
14. Measures for ensuring data quality

Logging of entry and modification of data
Assignment of rights for data entry

Traceability of entry, modification of data by individual user names (not user groups)

15. Measures for ensuring limited data retention

Regular training on retention periods

Regular audit and assessment of retained data

16. Measures for ensuring accountability

Provision of training / awareness rising
Regular controls and checks
Appropriate policies on data protection

Conclusion of SCCs

17. Measures for allowing data portability and ensuring erasure

Personal information is stored in a structured format
Monitoring of legal deadline ensured

Observation of retention periods

Establishment of data portability process

Proper handling of data subject requests
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Secure data erasure and data carrier destruction ensured by contracting with Notebook12 GmbH &

Co. KG, Fraunhoferring 3, 85238 Petershausen, Germany, email: info@notebook12.com

18. For transfers to (sub-) processors, also describe the specific technical and
organisational measures to be taken by the (sub-) processor to be able to provide

assistance to the controller and, for transfers from a processor to a sub-processor, to

the data exporter

Standard Contractual Clauses (SCCs) are signed or agreed on
Contractually agreed on effective control rights

Contractually agreed on provision of assistance to the controller
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